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ZABBIX

High frequency monitoring with throttling
Data collection: HT TP agent, Prometheus
Za b b |X 4 . 2 Preprocessing: validation and JavaScript!
April, 2019 Preprocessing by Proxies

Enhanced tag management



ZABBIX

New Zabbix Agent: plugins, scheduler anad
more

Web hooks for alerting and notifications

Za b b |X 4 _ 4 Support of TimescaleDB

September, 2019 Built-in knowledge base for metrics and
triggers

Standard for Zabbix Templates
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ZABBIX

-asy to contribute!

3 simple steps

Sign Zabbix Contributor Agreement (ZCA)

https://www.zabbix.com/developers

Make Zabbix Pull Request

https://git.zabbix.com

Zabbix Dev Team will review and accept if everything is fine
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https://support.zabbix.com/browse/ZBXNEXT-1423
https://www.zabbix.com/developers
https://git.zabbix.com
https://www.zabbix.com/documentation/guidelines/webhooks

ZABBIX

@liileitzl] support of Zabbix
Agent?2 for Linux and

Winaows



ZABBIX

Most advanced monitoring agent on the market!

Plugin infrastructure

Support of long running scripts

Parallel active checks

Support of flexible intervals for all checks

Support of persistent connections (DB connections)

New Zabbix Agent Accepting incoming traps and events (MQTT subscribe,
zabbix-agents) istening TCP/UDP ports, etc)

Monitoring of systemd services out of the box

- Drop-in replacement of the existing agent!

& == Windows



Persistent storage for Agent2

Use cases
D Unstable communications
ﬁ Monitoring of critical data
(ImD Bursts of data

Zabbix
Server

Your data Is safe!

13
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by design



Secret macros

Macros v

Macro Value Description

{$AWS_TOKEN} Token to access AWS API

{$SNMP_COMMUNITY} SNMP community for network monitoring

{$ZABBIX_ URL} https://zabbix.example.com

Add

Use cases Data protection

Hide any secrets: passwords, tokens, 1Ds Secret text cannot be retrieved in Ul and

alerts, masked with ******

No read access, can only be replaced

with a new value
15



Security and encryption
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ZABBIX

Sl authentication
for single sign-on
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|[dentity providers

ZABBIX =3 Authentication

Authentication = HTTP settings  LDAP settings  SAML settings

Monitoring At . M. ft
= Microso

Inventory * 1dP entity ID Active Directory

Federation Services

I\ Azure 4 Open

General . & SECUREAUTH

SP name ID format | urn:oasis:names:tc:SAML:2.0:nameid-format:transient

Reports * 8SO service URL

SLO service URL

Configuration

* Username attribute
Administration

Proxies
Sign Messages
Authentication
Assertions
e AuthN requests
Users Logout requests
Media types Logout responses
Scripts Encrypt Name ID Ut h 0
Assertions A
Queue

Case sensitive login

18
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Usabllity

mprovements


https://support.zabbix.com/browse/ZBXNEXT-5676

ZABBIX

Optimized for wide screens
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Ul moaules

ZABBIX « &

¢) Monitoring

Create new menu entries
Create new pages

Extend existing functionality

il
Q
£

Use and share 3rd party extensions

Permission control

Dashboard
Problems

Hosts

Inventory

Reports

Configuration

Administration




List of monitored devices

Monitoring->Hosts

Hosts B
Name a Interface Availability Tags Problems Status Latest data  Problems Graphs Screens Web
AWS N30 127.0.0.1: 10050 OS: Linux Enabled |Latestdata Problems 1 Graphs 14  Screens 2
AWS N34 127.0.0.1: 10050 OS: Linux n n Enabled |Latestdata Problems 2 Graphs 14  Screens 2
AWS NOO 127.0.0.1: 10050 OS: Linux n n Enabled |JLatestdata Problems 3 Graphs 14  Screens 2
AZ M08 127.0.0.1: 10050 OS: Linux 101 Enabled |Latestdata Problems2  Graphs 14  Screens 2
AZ M10 127.0.0.1: 10050 OS: Linux n Enabled |JLatestdata Problems 2 Graphs 14  Screens 2
AZ M18 127.0.0.1: 10050 ZBX OS: Linux n n Enabled |Latestdata Problems 2 Graphs 14  Screens 2
Linux001 127.0.0.1: 10050 ZBX OS: Linux 101 Enabled |Latestdata Problems2  Graphs 14  Screens 2

No more Monitoring->WEB and Monitoring->Graphs
Easy navigation to host related resources

22
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ZABBIX

Templates for different message types

Email media type Message template

Media types ' Message template

Mediatype  Message templates ~ Options Message type | Problem recovery v

Subject | Resolved in {EVENT.DURATION}: {EVENT.NAME}

Message type Template Actions

Problem Problem started at {EVENT. TIME} on {EVENT.DATE} Pro... Edit Remove Message Fé’\jgl[fﬁ'sg‘crg‘f;é’;ﬁﬁ?‘é’;’fﬁ;’fgﬁri‘lﬁn“Ié'aneCZSQ’f?E‘(}TE',':I"TE_r}fA',{AE}<br>
Problem recovery  |Problem has been resolved at {EVENT.RECOVERY.TIME... Edit Remove :gigﬁ;ﬂf’;ﬁ'ﬂfgiﬁgﬁ')fi}?é’\rfgﬁ;_?g}vf;iy{?/FZZ{GEE/STJTF&?}E VERITYI=or
Problem update {USER.FULLNAME} {EVENT.UPDATE.ACTION} problem... Edit Remove

Discovery Discovery rule: {DISCOVERY.RULE.NAME} Device IP: {D... Edit Remove

Autoreqgistration Host name: {HOST.HOST} Host IP: {HOST.IP} Agent port.... Edit Remove Cancel

Add Cancel

24



onfigure message format

Before

Actions

Operations

Default operation step duration
Default subject

Default message

Pause operations for suppressed problems

Operations

After

Actions

Action  Operations

1h " Default operation step duration

Probiem: {EVENT.NAME) Pause operations for suppressed problems

Problem started at {EVENT.TIME} on {EVENT.DATE}
Problem name: {(EVENT.NAME}

Host: {HOST.NAME}

Severity: (EVENT.SEVERITY}

Operations

Original problem ID: {EVENT.ID}

{TRIGGER.URL} Recovery operations

Update operations

At least one operation, recovery operation or update operation must exist.

Add

25

In on place!

* At least one operation must exist

ZABBIX
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@ N ele)| tO test JS

SCripts
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Typical use cases

Test JavaScript code from command line:

Whny webhooks

- complex preprocessing scripts

27



ZABBIX

How to use Iit?

shell> zabbix js -help
Execute script using Zabbix embedded scripting engine.

General options:
-S,--script script-file Specify the filename of script to execute. Specify
- for
standard 1input.

-1,--1nput 1nput-file Specify input parameter file name. Specify - for
standard input.

-p,--param input-param Specify i1nput parameter

-1,--loglevel log-level Specify log level

-t,--timeout timeout Specify timeout 1n seconds

-h --help Display this help message

-V --version Display version number
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Iriggers support
1341 operations
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Typical use cases
Working with software versions
Log file monitoring
TeXt d ata Comparing string values of difterent items

Comparing last and previous values

Supported operators: = <>

30



Comparing with text constant

{host:zabbix.version.last() .0.07
{host:zabbix.version.last () $ZABBIX.VERSION}”

Comparing last value with previous one
{host:text.last()}<>{host:text.prev()}

{host:text.last(#1)}<>{host:text.last(#2)}

Comparing values of different items
{hostA:textA.last() }={hostB:textB.last ()}

31
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ZABBIX

For hosts and templates

. Test item
Test item
A Get value from agent failed: cannot connect to [[192.168.3.2]:10050]: [111] Connection refused
Get value from host v | Get value from host v
Host address | 192.168.3.2 Port | 10050
Host address Port
Proxy @ (no proxy)
!
Proxy | (no proxy) —
Value | 0.000000 4 Time now
Get value Previous value Prev. time
o . End of line sequence LF CRLF
Value | <IDOCTYPE html> rd Time now (=
Previous value Prev. time

End of line sequence CRLF

-« MY

Preprocessing steps Name Result

1: Regular expression Zabbix

2: Matches regular expression Zabbix

3: Replace

Result] Result converted to Numeric (unsigned)
Result with value map applied

Cancel

33



Media types

Name a
Discord
Mattermost
Opsgenie

Pushover

Do not forget to test media types too!

Type

Webhook
Webhook
Webhook

Webhook

Status

Enabled

34

Used in actions

Details

ZABBIX

Create media type

Action

Displaying 4 of 4 found
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Compressionife]s

efficiency
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TimescaleDB = PostgreSQL + Extension

& TIMESCALE

36



Lower storage cost

UKD

+-—)

THE

Zabbix Server Older than 7 days,
Compressed, read-only

& TIMESCALE

37



Numbers from a production setup

Zabbix 4.x: 355GB /Zabbix 5.0: 43GB
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rules



. . ZABBIX
Discovery of filesystems

ZABBIX wi Trigger prototypes

All templates / Template OS Linux  Discovery list / Mounted filesystem discovery Item prototypes 5  Trigger prototypes 2  Graph prototypes 1  Host prototypes

Severity Name a Operational data Expression Create enabled Discover Tags
Monitoring Warning Free disk space is less than 20% on volume {#FSNAME} {Template OS Linux:vfs.fs.size[{#F SNAME},pfree].last(0)}<20 Yes Yes
Warning Free inodes is less than 20% on volume {#FSNAME} {Template OS Linux:vfs.fs.inode[{#F SNAME},pfree].last(0)}<20 Yes Yes

Inventory

Displaying 2 of 2 found

Special treating of Oracle related filesystems

L L TETT T T T SN 100 T TS L 1 A [ (W TR T

Override New operation

*Name @ Special processing of Oracle directories . .
Object = Trigger prototype %

Stop processing next overrides if matches

Condition contains v Free disk space
Filters  Tyne of calculation | And/Or s
Label Macro Regular expression Action Create enabled Original
A {#FSNAME} matches + | oradata Remove
Discover Original

Severity v Not classified Information = Warning = Average - Disaster
Operations  Condition

Add Tags Original

l Cancel l [ Cancel ]

40
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Do not discover temporary filesystems

Override

*Name Do not monitor temporary filesystems

Stop processing next overrides if matches

Filters Type of calculation = And/Or

4>

Label Macro Regular expression Action
A {#FSNAME} matches y tmp Remove
Add

New operation
Operations  Condition

Trigger prototype equals | Object | Item prototype >
item prototype equals Condition @ equals s | | pattern
Add
Create enabled Original
Discover v Yes m
Update interval Original
C

History storage period Original

Trend storage period Original

Add ‘ Cancel |
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ZABBIX

monitoring
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ZABBIX

Typical use cases

Support of complex multi-step scripted monitoring
scenarios

Advanced availability checks

Complex interaction with different HTTP APIls

44



ZABBIX

New item type Script

ltems

Enabled EEX

API availability status
Script
Key api.status

Parameters

AP]_URL {$URL)

TOKEN {$TOKEN}

Script

Timeout
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Storage of secrets

Islexternal Vault
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ZABBIX

Benefits

All sensitive information is kept outside of Zabbix
IN a secure place

Therefore no secret data Is stored in the database

Sensitive data: passwords, APl tokens, user names,
etc

47



New macro type Vault secret

Enabled ZBX

Host macros Inherited and host macros

{$DBNAME} zabbix/confluence/db:name Confluence Database Name

{$DBPASWORD} zabbix/confluence/db:password 8 ~ Confluence Database Password

Text
Secret text

Vault secret

48
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Zabbix Insights

Average number of transactions
iIncreased by 24% In September
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Zabbix Insights

"‘Number of new user registrations
'S down 12% last week”
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ZABBIX

Benefits

Ability to analyze long term data efticiently using
new trigger functions

Zabbix will provide you with information about
anomalies

52
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ClezalllkEle control of

USer permissions
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ZABBIX

Benefits
Control what parts of Ul are accessible

Control user operations:

- problem acknowledgements

- creation and editing of maps and dashboards
- management of maintenance times

- €LC

Control access to APl and its methods

54
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monitoring



Support of modbus and
MQTT protocols
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