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all our microphones are muted
ask your questions in Q&A, not in the Chat

use Chat for discussion, networking or applauses



EXTENDING ZABBIX

Multiple ways to extend Zabbix capabilities:

O

9
9
9

system.run[] item key (agent check)
User parameters (agent check)
External checks (agentless check)

Loadable modules (agent and agentless checks)
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EXTENDING ZABBIX

User parameters and system.run[] 9 a simple way to extend Zabbix capabilities
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Agent/server creates new subprocess every time when processing:
&  user parameters

©  system.run|]

©  external checks

This can have a negative impact on performance.

Loadable modules => lesser performance impact.
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SYSTEMRUN




SYSTEMRUN

Execute a specific command on a host
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Agent configuration file must contain following options:

EnableRemoteCommands=1 # allow execution of remote commands from Zabbix server/proxy

LogRemoteCommands=1 # Enable logging of executed shell commands as warnings

Execut ed zabbixoh utslkee @er mi ssi ons

For Zabbix agent 2 and Zabbix agent newer then 5.0.2

AllowKey =system.run [Is ] # Enabling of execution shell commands

DenyKey=system.run [*] # Disallowing execution of remote commands from Zabbix server/proxy

EnableRemoteCommands- Deprecated, use AllowKey=system.run*] or
DenyKey=system.run*] instead



SYSTEMRUN
Syntax
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system.runfjcommand,<mode>]
mode: wait / nowait

Can be used for data gathering (wait) or for planned command execution

(nowait).

Be careful when usingnowait. Zabbix can create multiple processes if execution of

the command takes a lot of time.



SYSTEMRUN

Examples
system.runipcs -uj
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system.run"powershell.exe -NoProfile -Nologo -File Ciscnget _updates.ps1"]

ZABBIX « = RG]

Allhosts / srv2.linrhel7  Enabled (B4

Applications 10 ltems 47  Triggers 22  Graphs 9  Discovery rules 2  Web scenarios

Monitoring ltem  Preprocessing

Inventory “Name | Allocated semaphores

Reports Type | Zabbix agent v

* Key | system.runfipcs -u] Select

Configuration

* Host interface | 192,168.7.101: 10050 v
Host groups

Templates Type of information | Numeric (unsigned) v

ZABBIX « * RGCHE

All hosts / srv2linrhel7  Enabled (B4

Applications 10 ltems 47  Triggers 22  Graphs 9  Discovery rules2  Web scenarios

Monitoring ltem  Preprocessing

Inventory *Name | Pending OS patches

Reports . Type | Zabbix agent v

* Key | system.run["powershell.exe -NoProfile -Nologon -File C:\src\get _updates.ps1"] | Select

Configuration

* Hostinterface | 192.168.7.101: 10050 v
Host groups

Templates Type of information | Numeric (unsigned) v




SYSTEMRUN

Configuration :

o 0k WD E

Write the script or prepare the command

Add EnableRemoteCommands-1 to zabbix _agentd.confor set Allowkey=KEY
Restart the Zabbix agent or test key with zabbix_agentot KEY

Testyour command/script by using zabbix_get

Add a new item in the Zabbix web frontend

Use Zabbix agentor Zabbix agent (active) item type
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ZABBIX AGENT
USERPARAMETERS




ZABBIX AGENT USER PARAMETERS

Simple user parameters:

©  Syntax:UserParameterE=<key> ,<shell command or script>

&  User parameters contain acommand and a key.

&  Key is required for the item configuration in the Zabbix web frontend

©  Example:UserParamete=mysql.qps,mysqgladmin status

mysql_qps IS a unique identifier/key_ All hosts / srv2linrhel?7  Enabled Applications 10

ltem  Preprocessing

Any valid identifier can be used here —_—

* Name | MySQL queries per second
Type = Zabbix agent -

* Key | mysql.gps
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ZABBIX AGENT USER PARAMETERS

Flexible user parameters
©  Syntax:UserParameter< key>[*] ,<shell command or script> <parameters>
©  [*] - Specifies that the key can accept parameters contained in the brackets.

&  Example:UserParamete=hdd.health[*],sudo smartctl -H $1

Parameters are defined during the item All hosts / srv2.lin.rhel7  Enabled Applications 10

configuration in the Zabbix web frontend  tem  Preprocessing
hdd.health[/dev/ sda]

* Name | /dev/sda health

Agent will execute: Type | Zabbix agent s
sudo smartctl -H /dev/ sda “Key | hdd.health[/dev/sda]
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ZABBIX AGENT USER PARAMETERS

To escape variables in flexible user parameters use double dollar sign symbols
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Example of how to output the second column:
Wrong: UserParameteE=mysql.qps[*],mysqgladmin status -u$l -p$2 | awk {print $2}'

Correct: UserParamete=mysgl.gps[*],mysgladmin status -u$1l-p$2| awk " { prir

Environmental variables are not savedd as a workaround, export the HOME and PATH

variables.

Recommended to define as active checks



ZABBIX AGENT USER PARAMETERS

©  Multiple user parameters can be defined.
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©  User parameters must have fast execution times. Otherwise they will exceed
the timeout value!
©  Canbe used for concurrent data gathering of dependent metrics.

©  Preprocessingcan be used to transform retrieved item data.



ZABBIX AGENT USER PARAMETERS

Configuration:

1. Write the script or prepare the command

2. zabbix agentd.conf must contain the UserParameterdefinition
3. example: UserParameteEmysql.gps, mysqgladmin status

4. Restart the Zabbix agentor test key with zabbix_agentodt KEY
5. Test your command/script by using zabbix_get

6. Add a new item in the Zabbix web frontend

7. Use Zabbix agent or Zabbix agent (active) item type
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EXTERNALSERVER
CHECKS




EXTERNALSERVER CHECKS

Y External checksd execution of scripts or commands performed by Zabbix server
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&  Scripts should be located inside the directory defined in the ExternalScriptsparameter

©

Use only relative paths in the web frontend
&  Syntax:
<script>[<parameterl>,<parameter2>,...]

©®  Executed by Zabbix server using zabbix" user

©®  Must have fast execution times. Do not overuse external checks! Running a large amount

of scripts can have a negative impact on Zabbix performance.



EXTERNALSERVER CHECKS

9 Example
mysql_check.pl['{HOST.CONN}","{$MYSQL.USER}","{$MYSQL.PWD}"]
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& Zabbix server will execute:
mysqgl_check.pl '192.168.7.101'Zabbix' 'yYSh@ie5s'

All hosts / srv2.lin.rhel7  Enabled Applications 10  ltems 52  Triggers 22

ltem  Preprocessing

*Name @ MySQL status

Type | External check s

*Key | mysql_check.pl['{HOST.CONN}","{$MYSQL.USER}","{$MYSQL.PWD}"]



EXTERNALSERVER CHECKS

The item will change the status to unsupported if:
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Zabbix server lacks the necessary permissions to execute the script
Script is not found
Timeout has been reached

Exit codeisnot O
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EXTERNALSERVER CHECKS

Configuration:

1.

2.

Write the script

Copy the script to the folder defined in the ExternalScriptsparameter
Test the script by executing it as the zabbix user

Add the item in the web frontend

ltem type must be set to External Check
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LOADABLEMODULES




LOADABLEMODULES

Ablility to implement any logic in C language
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Loadable module

& is sharedlibrary used by Zabbix daemon and loaded on startup

©  perform ~10 times faster than user parameters,commands or scripts

©  can be used only within Unix platforms. Wont work for agents in a Windows

environment



LOADABLE MODULES

In order for a shared library to be treated as a Zabbix module, it should
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Implement and export severalfunctions.

Sixfunctions in the Zabbix module API,

9 mandatory function - zbx_module api_versiolf)

©  other five are 0 optional

This function should return the APIlversion implemented by this module.
It must match the module APIlversion supported by Zabbix.

The rest of the functions are described in the documentation :

https ://www .zabbix.com/documentation/current/manual/config/items/loadablemodule s



https://www.zabbix.com/documentation/current/manual/config/items/loadablemodules

BUILDING MODULES

Download Zabbix source code, extract and copy your module
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Run 0 ¢ o n f icgnunrared o(without any arguments) in the root directory of
source code.

Use "make" to build modules

& run the command in the following directory: /<Source code>/ sr/modules/<module>
Module example is located in: /<Source code>/ sr¢modules/dummy

Thiswill build the module (for example,dummy.so, docker.so etc.)



LOADING THE MODULE

Zabbix agent, serverand proxy support two parameters:
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LoadModulePath d Full path to the module location

LoadModule d Modules that are loaded on startup

For example, to extend the capabilities of the Zabbix agent or Server,the following lines
should be added in the corresponding configuration file:
LoadModulePath=/ usr/lib 64/ zabbix'modules

LoadModule=docker.so



LOADING THE MODULE

Module should be located in the directory defined in the configuration file
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Multiple parameters can be defined

Requiresa restart of agent/proxy/server
Zabbix will not start if:

&  Module is missing

& incorrect permissions

&  defined library is not a Zabbix module



USING THE MODULE

ltem type that you must define in the web frontend depends on how the module was loaded.

If module wasloaded for agent
All hosts / srv2.lin.rhel7  Enabled

item type:

tem  Preprocessing

© OZabadbgent 6

R . : *Name | Docker CPU usage
& OZabdgantx( act i v e

Type = Zabbix agent =

If for server/proxy *Key | docker[cpu]

itemtype =0 Si mpH eec k 0
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LOADABLEMODULES

No experience with writing code in C?Use Python, Go, Rust
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© Python:

https://github .com/cavaliercoder/zabbix-module-python
© GO

https://github .com/cavaliercoder/g 2z
© Rust

https://github .com/dnaeon/rust -zbx

Examplefor LLDPdiscovery:.

https://share.zabbix.com/network_devices/|I2-discovery-module-for-Illdp



| need more!
HIT TP agent



ITEM TYPE: HTTP AGENT

©
©
©

All hosts / srv2.lin.rhel?

ltem

Gather data by using HTTP/HTTPS protocol

A simple way to monitor applications and services

Done by Zabbix server/proxy

Preprocessing

* Name
Type

* Key

* URL

Query fields

Request type
Timeout
Request body type

Request body

Enabled 34

List of failed backups
HTTP agent v
backup.failed

https://{HOST.CONNY/api/backups

Name

3s

Raw data [ UEONTEERS XML data

{"status": "Failed"}

Applications 10

Items 52

Value

Triggers 22

All hosts / srv2lin.rhel?  Enabled [34 Applications 10  Items 52
ltem  Preprocessing
“Name | Elasticsearch health status
Type HTTP agent -
* Key | elasticsearch.status
*URL | http:/{HOST.CONN}:9200/_cluster/health
Query fields Name Value
pretty =  true
Add
Requesttype = GET ¢
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HTTP AGENT

Prometheus exporter
support
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